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CAMBRIDGESHIRE AND PETERBOROUGH LSCB

E-SAFETY AUDIT TOOL
This self-evaluation tool can be used in conjunction with the e-safety checklist to look in more detail at the existing practices within your organisation and to identify whether e-safety is a concern and  where there may be areas for improvement.

An e-safety incident is ‘a safeguarding incident using technology’
Name (your organisation may decide this is optional):

Date audit completed:
1. How do you communicate with children, young people, parents or carers? Do you use your personal systems or those provided by your organisation?
	(please tick all relevant boxes)
	Personal
	Work-provided

	Email
	
	

	Webcam
	
	

	Discussion forum
	
	

	Phone calls (mobile/fixed)
	
	

	Texting
	
	

	Instant messaging
	
	

	Social network site
	
	

	Other
	
	


2. Has there been a risk assessment of such communications?

Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

 
Don’t know  FORMCHECKBOX 

3. Does your organisation have a policy on such communication?

Yes  FORMCHECKBOX 


No  FORMCHECKBOX 


Don’t know  FORMCHECKBOX 

4. How do you store/send sensitive or confidential information?
	(please tick all relevant boxes)
	Personal
	Work-provided

	Email
	
	

	Memory stick 
	
	

	Laptop
	
	

	Desktop computer
	
	

	Network
	
	

	Online (eg website)
	
	

	Other
	
	


5. Has there been a risk assessment of these practices?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 


Don’t know  FORMCHECKBOX 

6. Does your organisation have a policy for information handling and security?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 


Don’t know  FORMCHECKBOX 

7. Do you, or have you been asked to, provide information about e-safety to children, young people, parents or carers?

Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

8. If yes, please describe…

9. When carrying out assessments of children and young people, do you ask questions about safe use of technology?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 


Not relevant  FORMCHECKBOX 

10. Is training on e-safety available to you?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 


Don’t know  FORMCHECKBOX 

11. Have you received e-safety training?


No  FORMCHECKBOX 

During induction  FORMCHECKBOX 

Ongoing  FORMCHECKBOX 

12. Have you had to deal with an e-safety incident?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

13. Who would you go to if there was an e-safety incident?

a. Within your organisation





b. Outside your organisation

14. Are you aware of all your organisation’s relevant policies in relation to the use of technology?

Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

15. Have you read  FORMCHECKBOX 
, understood  FORMCHECKBOX 
, and signed  FORMCHECKBOX 
 all of them?

16. Have you shared any information online, either personally or as part of your work, that might bring your professional reputation into question?

Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

17. Do you need any help or support with issues raised by Question 16?


Yes  FORMCHECKBOX 


No  FORMCHECKBOX 

Relevant Extracts from ‘Guidance for Safer Working Practice for Adults who  Work with Children and Young People’ DCFS, January 2009

4. Confidentiality

Adults may have access to confidential information about children and young people in order to undertake their responsibilities.  In some circumstances they may have access to or be given highly sensitive or private information. These details must be kept confidential at all times and only shared when it is in interests of the child to do so. Such information must not be used to intimidate, humiliate, or embarrass the child or young person concerned.

If an adult who works with children is in any doubt about whether to share information or keep it confidential he or she should seek guidance from a senior member of staff or nominated child protection person. Any actions should be in line with locally agreed information sharing protocols.  

The storing and processing of personal information about children and young people is governed by the Data Protection Act 1998.  Employers should provide clear advice to adults about their responsibilities under this legislation.

Whilst adults need to be aware of the need to listen to and support children and young people, they must also understand the importance of not promising to keep secrets. Neither should they request this of a child young person under any circumstances.

This means that adults:

· be clear about  when information can be shared  and in what circumstances  it is appropriate to do so

· are expected to treat information they receive about children and young people in a discreet and confidential manner

· should seek advice from a senior member of staff if they are in  any doubt about sharing information they hold or which has been requested of them

· need to know to whom any concerns or allegations should be reported 

12. Communication with Children and Young People  (including the Use of Technology)

Communication between children and adults, by whatever method, should take place within clear and explicit professional boundaries. This includes the wider use of technology such as mobile phones text messaging, e-mails, digital cameras, videos, web-cams, websites and blogs. Adults should not share any personal information with a child or young person. They should not request, or respond to, any personal information from the child/young person, other than that which might be appropriate as part of their professional role. Adults should ensure that all communications are transparent and open to scrutiny.

Adults should also be circumspect in their communications with children so as to avoid any possible misinterpretation of their motives or any behaviour which could be construed as grooming. They should not give their personal contact details to children and young people including e-mail, home or mobile telephone numbers, unless the need to do so is agreed with senior management and parents/carers. E-mail or text communications between an adult and a child young person outside agreed protocols may lead to disciplinary and/or criminal investigations. This also includes communications through internet based web sites.

Internal e-mail systems should only be used in accordance with the organisation’s policy.

This means that the organisation should:

· have  a communication policy which specifies  acceptable  and permissible modes of communication 

This means that adults should:

· not give their personal contact details to children or young people, including their mobile telephone number and details of any blogs or personal websites

· only use  equipment e.g. mobile phones, provided by organisation  to communicate with children, making sure that parents have given permission for this form of communication to be used

· only make contact with children for professional reasons and in accordance with any organisation  policy

· recognise that text messaging is rarely an appropriate response to a child in a crisis situation or at risk of harm. It should only be used as a last resort when other forms of communication are not possible

· not use internet or web-based communication channels  to send personal messages to  a child/young person 
· ensure that if a social networking site is used, details are not shared with children and young people and privacy settings are set at maximum
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